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01 What are emerging data sources ("EDS")

03 How is data processed and reviewed? 

02 Collection and Preservation Challenges

► The modern workplace

► Introduction to Collaboration Platforms

► Social Media / IOT / Web Portals

► Regulatory requirements for preservation Data Sources

► Data Sources for fact-finding

► How to approach the preservation and collections

► The Different Sources in collaboration platforms

► Chat and Messaging

► A modern EDS-Review workstream

► Production Considerations

► Do the classic workflows still make sense?
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The modern Workspace

Increased 
legal, 

regulatory 
and 

investigative 
risks
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Rapid increase in collaborative platforms 

Source: https://tomtalks.blog/

Microsoft Teams usage statistics

340 BILLION 

Emails

20 MILLION 

Bloomberg Messages

65 BILLION

WhatsApp
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Emerging data sources: Slack

Cloud-based precursor to MS Teams, 

originally for software development teams

1. Chat Protocol:

• one-on-one chats

• team channels

• public channels

2. (Conference) calls incl. video, 

screensharing

3. Advanced search features

4. 2000+ apps: software development, 

ticketing, filesharing
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Emerging data sources: Teams

widespread in businesses and education 

(part of Office365)

1. Chat Protocol:

• one-on-one chats

• team chats

• project team channels

2. (Conference) calls incl. video, 

screensharing, whiteboard

3. Integrated with OneDrive (file sharing), 

Outlook (Email + Calendar)

4. 600+ apps: Tasks, shift planner, Q&A 

bots, surveys, Azure 
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Emerging data sources: Web Portals

Reddit is a social media platform with 

several recent controversies (e.g. 

Gamestop)

News, discussion and 

whistleblowing platforms

e.g. Inside Paradeplatz

Discord is an online application for 

messaging and audio/video communication, 

initially focusing on video gaming
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Requirements for preservation data sources (continued)

Reddit preservation request via law 

enforcement

In accordance with applicable law, Reddit will 

temporarily preserve user information (“records”) 

pending issuance of legal process for disclosure 

of that information. 

Other ways to collect Reddit data:

1. Static preservation via screenshots

2. Web scraping

3. Internal monitoring of suspicious behaviour 

(Keylogger)
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Data sources for fact-finding – messaging and structured data
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How to approach the collections – Old world: Focus on Devices

▪ Processing

▪ Data Collection

Technical Data 

Reduction

Manual

Review

Production

Technology 

Assisted 

Review

Hard drive
server

laptop

email

cloud

physical

Tools

Phone / tablet

documents files logs
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How to approach the collections – New World: Focus on Platforms

▪ Processing

▪ Data Collection

Technical Data 

Reduction

Manual

Review

Production

Technology 

Assisted 

Review

Team storage in the cloud

Network drives

Documents & 

Work Products

Written Communication

peer2peer cloud

Structured Data
Non-text

Photos

Videos Screenshots

Processes, Logs

transactions

Calls and Conferences

Relevant information is spread out over all media types.

Processing specialists and data analysts are needed throughout the review
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Collections Investigation: Zoom

1. By default, video and voice is not recorded

2. Recording can be enabled by an admin and meetings are stored in the cloud 

3. Recordings can be done individually if not disabled: Many local copies

4. It’s not only about audio and video, but also about metadata and call-reports that are created

5. The only way for an administrator or owner to delete the usage activity is to delete the user. Deleting a user 

will permanently remove the user, including their meetings and recordings from Zoom.

▪ topic of the meeting

▪ meeting ID

▪ the user (incl. email) who set up the meeting

▪ the name and email addresses of the attendees

▪ department, group

▪ creation of the meeting time

▪ start and end time of the meeting

▪ duration of the meeting

▪ join time and leave time for each participant along 

with duration

▪ MP4 video file

▪ M4A audio file

▪ txt file of any chats that occurred during the meeting

▪ If enabled: transcription of the audio of the meeting in 

a.vtt file
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Collections Investigation: Office 365 example

The following data sources and locations are available for
Litigation (Retention) Hold (and discovery) in Microsoft 
365

• Exchange email

• SharePoint site

• OneDrive accounts

• Microsoft 365 groups

• Skype for Business

• Exchange public folders

• Teams channel messages

• Teams chats

• Yammer community messages

• Yammer private message
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Collections Investigation: Office 365 example – Legal Hold
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Collections Investigation: MS Teams example

1. Collection processes instead of device collections

2. Correct setup and tool knowledge is crucial, so information is stored if necessary

1. Teams: no automatic call and conference recordings but possibility for personal recording

2. Project and private Channels are not collected by default if you collect a custodian

3. Pitfalls:

1. Recordings and emoji reactions are by default not collectable 

2. Edited messages: Only final version saved (exception if person is on Legal Hold)

→ Impact on collection strategy

4. Alternative Collection solutions

1. Screenshots / screen recording

2. Keylogging

emoji reactions 
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The Different Sources in collaboration platforms

Different workflows for different data types

Documents

• One-on-one chats

• Team chats

• Project team 

channels

• Logs (e.g. Call 

Logs)

• File Shares

• OneDrive (Project 

Team channels)

• Sharepoint

• Conference Calls incl. 

voice and video 

• Screensharing

• Whiteboard

• Transcriptions

• 600+ apps

• Tasks

• shift planner

• Q&A bots / Surveys

Chats and Interaction Calls and Conference Recordings Apps, Tasks, Shift Planner, …
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How Communication looks in its raw form
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How to make the communication discoverable
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Relativity Communication view
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Relativity Communication view
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Today Issues with Chat

- High number of different chat messaging services, constantly evolving

- Different output formats that need to be parsed correctly

- Display of emojis can differ from originally collected message (depending on 

emoji set of review platform)

- Minor version upgrades or version differences in chat tools can break the 

eDiscovery chat viewer

- How to treat disclaimers, system messages (“has left the chat”, is idle, …)

- Deduplication for chatrooms
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Bad example – Metadata Issues after version update
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A modern EDS-Review workstream

Collection 

unsupported Chats / 

Structured Data

Create Relativity 

Short Message 

Format (JSON)
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Manual JSON Preparation
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Productions of EDS

- Production strategy: Filtering is dynamic, but 

productions are not

- Chats produced in daily / weekly iterations?

- Redaction of large non-responsive chat-

material  can become expensive 

- STR Hits → Review the whole chat history

- Per document pricing?
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Review and Redaction of Recordings
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Advanced Data Parser for Chat and structured Data


